BellHawk" Systems Corporation 15
Real-Time Operations Tracking and Management Systems I |

www.BellHawk.com 508-865-8070

Backing Up your Bell[Hawk Database for Problem Diagnosis

Introduction

If you report a problem with your Bell[Hawk system then we may request that you take a zipped
backup of your BellHawk database and copy it to your organization's private folder on our FTP
site. This is so we can load the database onto our test server and replicate the problem that you
reported. This enables us to diagnose the source of the problem, by examining the contents of
your database.

We recommend that, if you run into a problem with BellHawk, that you take a backup of the
database as soon as possible after the event. Like any good CSI "Crime Scene" investigation, it is
important that we get a "snapshot™ of the “crime scene" as soon as possible after the problem
occurs. Otherwise data gets overwritten by new transactions and imports and it may be
impossible to replicate the problems.

It is also important to document exactly sequence of events led up to the problem, with screen
shots if possible. We need to know what happened and how it happened. Simply sending us a
screen shot of an error message from BellHawk often does not provide us with enough
information to replicate the problem. Or, even worse, sending us a picture of a report or a screen
with a suspected bad number circled, without any context in which to understand the problem,
makes it nearly impossible to diagnose what went wrong, or even whether there is an error in the
first place.

To facilitate our diagnostic process, we need you to take a backup in a certain way. This
document details how we would like you to take the backup that you will transfer to our FTP
site.

Please note that:

1. We do charge for the time taken by our technical staff for all diagnostic work so it is
important to make it as quick and easy as possible for our staff to perform the diagnosis.

2. We do not charge for fixing any bugs found in the code provided that the client is
covered by a rental or subscription agreement, or a maintenance agreement if they
purchased a perpetual license.

3. We do charge for installing any resultant upgrades onto your BellHawk server.

4. A backup taken for diagnostic purposes will probably be different from a backup taken
as part of your routine system backup. We cannot handle backups made by some third
party backup program as we do not have the software to convert the backup back into an
installed database.

The backup process that we request that you use, is to use the SQL Server Management Studio,
which is provided by Microsoft as part of SQL Server Standard edition. If you are using SQL
Server Express edition then you may need to download and install the management studio for
this edition separately from the Microsoft software download site before you can do the backup.
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Backup Process

Step 1 — Open SQL Server Management Studio
Start off by logging in to the Windows Server that is used to run Bell[Hawk
Then find the SQL Server Management Studio by going to the Start button.
Then selecting the down arrow on the Apps expansion.

Find the SQL Server Management Studio under the Microsoft SQL Server 2014 (or the year of
your server)

Report Builder 3.0 SQL Server 2014 Execute Packag...

Report Builder 3.0 Help SQL Server 2014 Import and Exp...

SQL Server 2014 Import and Exp...

SQL Server 2014 Installation Cen...

g Deployment Wizard

oy NN

)
+| Resource Center SQL Server 2014 Management ...

SQL Server 2014 Configuration... SQL Server 2014 Profiler

SQL Server 2014 Data Profile Vie...

SQL Server 2014 Project Convers...
SQL Server 2014 Database Engin... SQL Server 2014 Reporting Servi...

SQOL Server Documentation

@ =3

SQL Server 2014 Deployment Wi...

SQL Server 2074 Error and Usag...

Once SQL Server Management Studio is found then you will select the Icon for it.

Please note that the selection of the SQL Server Management Studio may vary with the version
of the operating system and the version of SQL Server. It is shown above for SQL Server
standard running on Windows Server 2012R2.
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Step 2 Login to Management Studio

The user will then be requested to log into their SQL Server Management Studio through a
screen similar to that shown below

Y
all Connect to Server -

Microsoft SQL Server 2014

/ 1"‘\
Server ppe; | D atabase Engine l\ 1’ ¥ |
Server name: |SERVER2O012R2ASOLSERVER20TY 2
Authentication; |SII!L Server Authentication [ 3_ W

. et
Loair: |sa L } v
Pazewond: | xxxxxxxxxxxxxxx [ ) |

il
Remember password

®| Connect || Cancel || Help || Optiohs > |

The data entry sequence for this login is:
1. Server Type => Database Engine
2. Server Name => Select Name of Database Server Instance

3. Authentication => Normally use SQL Server Authentication with the SQL Server system
administrator login (as shown here) or the Bell[Hawk database login - but you can use
Windows Authentication if you are a systems administrator for the Windows Server or
the Database Server.

4. Login => Authorized SQL Server Login Name for Bell[Hawk database - only needed if
SQL Server authentication is used

5. Password => Authorized SQL Server Password for Bell[Hawk database

6. Connect - will give error if credentials are not correct for database server.
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Step 3: Backup Database

Once successfully logged in. You will the see the screen below.

.n.ﬁ,
File Edit ‘“iew Project Debug Tools Méindow Help

Pl i (S @ | S New Query [y rRvh | 4 SR 9

Ohject Explorer
Connect 3 3 m 7 [F] .5

= Lij SERVERZDTZRASOLSERVERZMZ (301 Server 11.0.3136.0 - 53}
+ 1 Databases
+ [ Security
+ [ Server Objects

[ Replication

[ AbaaysOn High Availability

[ Management

[ Integration Services Catalogs

Qb S0L Server Agent (Agent XPs disabled)

¥

F

¥

F

In order to take a backup you will select the [+] button next to “Databases”

This will expand and give you the full list of Databases on the Server.

Object Explorer = 0 x| You will go down until you find the Bell[Hawk Server

Connect~ 4 4 T (2] & Name.
[ Vas (Offling) ”
@V

1l V7_AK

[Jl V7_0DG

| )l V7Project
[ ) V7Test

| V7Virtual
Security
Server Objects

9]

Replication

AlwaysOn High Availability
Management

Integration Services Catalogs

| S5CL Server Agent (Agent XPs disabled)

< m ¥
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Once you have found your Database, right click on the database and go down to Tasks (1) then
select the Back up... (2) button.

Detach...

Take Offline

Bring Online

Shrink 3
[J r'! Back Up... l: 2 .
lJ Mew Database... Restore 3
l_:] R Mirror...
l—_-l i . g Launch Database Mirroring Monitor...
H Tasks |: 1 b 3 Ship Transaction Logs...
l_:] Policies k Generate Scripts...
L
lj s Extract Data-tier Application...
lJ Start PowerShell Deploy Database to SOL Azure...
Sec Reports , Export Data-tier Application...
Sen Register as Data-tier Application...
Rep Renarne U e Datatier Aonlicat:
™ Delete pgrade Data-tier Application...
Ma Delete Data-tier Application...
Inte Refresh
Import Data...
, 501 Properties
Export Data...
4 m 3 Copy Database...

Manage Database Encryption...
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This will bring the user to the screen below:

?::;dm S ser. + B Help
1% Options
Source
Database: |V7 hd ‘
Recovery model: [simpLE |
Backup type [Fut v|
[] Copy-only Backup
Backup component:
(®) Database
O Files and filegroups | E
Backup set
Name [V7-Full Database Backup |
Desaription [ |
Backup set will expire:
Connection = e days
Semer: O on [/ a2m7
SERVER2012R2\SALSERVER2L | Destination
Connection Back up to ® Disk O Tape
s C:\Program Files\Microsoft SQL Server\M35QL11.5QLSERVER2012\M350L \Backup\V7Backup 27
& View connstion properties
P Remave

You will want to Remove the folder destination that SQL Server Management Studio gives you
as default by selecting the destination and then the [Remove] button

Once removed you can Add back your own destination for the Backup.

m"m 5 Seript ~ [ Help
j Options
Source
Database: ‘W vl
Recovery modsl: [sMPLE |
Backup type: [Ful v]
[] Copy-only Backup
Backup componert:
@ Database
O Fies and filegroups | l:l
Backup set
Name: [V7Full Database Backup |
Description: | |
Backup set will expire:
Connedh ® Mter: [o days
Server O on: [/ 42017 |
SERVER2012R2\SQLSERVERZL |  Destination
Connection: Back up to: ® Disk O Tape
sa
_’j View connection properties Add.
Remove
J
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Once you select the Add button it will bring you to the following screen to select the location to
place the file containing the database backup.

[ 1 Select Backup Destination -

T Select the location to write the backup file
using the file exploration button [. . .].

Destinations on disk

@® File name: This will bring you to the default backup
C:\Program Files\Microsoft SQL Server\MSSQL11.SQLSERVERZI| | location for the SQL Server instance you
are using, as shown below. You can use
this location (but make note of where it is)
or you can do your backup to a more
convenient location.

ok || cancel |

[ Locate Database Files - SERVER2012R2\5Q... \;‘i-

Select the file:

-1__'| Program Files N
tJJ Coon e Make sure that the file type is Backup Files
03 e B (.bak, .tm) (2)

+1_J Microsoft ) - -
- Moot s Services The file name can be anything that makes it

+-[1 Microsoft Help Viewer - - - - -
403 Microsoft Siveright relevant to you in finding the file again but you

O ek SaL Server must have a .bak extension on the end of the file
. o 120 name.(3)
+1_J 80 .
=03 90 Also please make sure that you use a new file

- 23 Wers11 a1 serveRanr2 name every time you make a backup, preferably

+1__'i MSRS12.5QLSERVER2014 1 1 1
T MesaL SaLStRVERZOT2 with the date in the filename.
—l_j MSSAL

o Once completed select the OK button (4).
+- 5 DATA \
-3 Install

+-{3 JOBS

L 1 -

w

Selected path: w |C:\Program Files\Microsoft SQL Server\MSSQL11|

Files of type: | 2 ' |Backup Files(” bak;™tm) v|

File name: 3 |‘u"?’Backup.bak |
0 4)
OK Cancel
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Management Studio will then bring you back to the Select Backup Destination Screen where you
will select OK button.

Select the file or backup device for the backup destination. You can create
backup devices for frequently used files.

Destinations on disk

® File name:
|C:"'~F'roglElrn Files“Microsoft SGL ServersMSSGL11 .5QL5EHVEH2‘|| | |

() Backup device:

Now that the correct path and file name has been added you can now select the OK button on the
Back Up Database screen to copy the backup date to the selected file.

mm 5 Seript v [y Help
A Options
Source
Databass: |\|"7 hd |
Recovery modsl: [smpLE |
Backup type: [Ful v]
[] Copy-only Backup
Backup component
®) Database
O Files and filegroups | l:l
Backup set
Name: [V7-Full Detabase Backup |
Description | |
Backup set will expire:
w = ®) After: |0 E days
erver O on: [/ a2m7 |
SERVER2012R2\SQLSERVERZ|  Destination
Connection: Back up to: ® Disk O Tape
= C\Program Files'Microsoft SQL Server\MSSQL11.SALSERVER2012'MSSGL\Backup'V7Backup bak Add
&l View connection propetties

Progress
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Step 4 - Find Your Backup File

Once the Back Up has been completed you will then go to Windows File Explorer and use this to
navigate to your newly created backup file.

LN R CAProgram FilesyMicrosoft SQL Server\MSSQL 12 5QLSERVER201M M ESQLNE ackup
Home Share i
= Cut % | .’!( =] L\'l.JNew iterm - ’l 4 Cpen EE Select all
=[] Copy path - A L —,‘_ansyaccessY o Edit select none
Copy  Paste Move  Copy Delete Rename ey Properties o .
2| Paste shortcut to to - falder - oo Invert selection
Cliphoard rganize ey Open Select
:(-:I - 4 J v This PC » Local Disk (C) » Program Files » Microsoft SQL Server » MS3QL12,5OLSERVER2074 » MSSCL » Backup » w O| Se
. Perflogs ~ Marne - Date rnodified Type Size
I+ 0 Pluswdew .
. || BellHawk_70_BWWhranch_20160913, bak 93206 12:23 P BAK File 26,708 KE
4 . Program Files . .
b _— 1) BellHawk_w70_Butest_20161020zip 10/20/2016 436 PM - Cornpressed (zipp.., 3,865 KB
Sl
F ‘!.BellHawk_v?U_BWtest_EU‘I6111‘I.zip 1M 2006 156 PM Comnpressed (zipp.., 3,813 KB
[ . Common Files .
b ISE || BruceWWall_70_Test_20160909.bak 992016 129 PM BAK File 27,286 KB
| Epress ] BruceWall_ W70 _Test wuserTEM.bak 913/2016 406 P BAK File 27,734 KB
I L0 Internet Explorer )
b Wi " | CleanBW_17MNow16.bak 1171772016 1:56 M BAK File 26,706 KB
. Microso
1) CleanBW 17N ov16.zip TATARNE 15T P Compressed (zipp.. 3,552 KB
I Microsoft Analysis Services
I Microsoft Help Wiewer _
b1 Micrasoft Silverlight -
4 | Microsoft SOL Server
80
B 90
B 100
o110
o120
I 0 Client SDK
B0 MSRE1T.S0LSERVERZDNZ
B MSRE12,20LSERVER20T4
B MSS0L11SQLSERVER2O2
4 1) MESOL12.SOLSERVERZNA
4 0 MSSOL
| Backup o —
I . Binn

L

Note that the above screen shows how the default Backup folder is in a deeply nested location
under C:\Program Files\
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Step 5 - Zipping up the File

Once you find the file right click on the file. (1)
Go down to the Send to button. (2)

Select the Compressed (zipped) folder button. (3)

V7Backup.bak I: ) Fil 27,747 KB
| = i 1 Open with .} = :
T-Zip
CRC SHA
[of | Edit with Notepad++
ﬁ Tortoise5VM
Restore previous versions
| Send to @ |,_§l] Compressed (zipped) folder LB
Cut B Desktop (create shortcut)
Copy @ Docurnents
Create shortcut f"‘ Mail recipient
Delete %  Floppy Disk Drive (A:)
Rename
Properties
The file is now zipped up and ready to placed on the FTP site.
Mame Date modified Type Size
| EP V7Backupldlan1?.zip 1/4/2017 11:32 AM - Compressed (zipp... 3,828 KB
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Step 6 — Placing Zipped Backup File on Bell[Hawk Systems FTP Site

Open up a new file explorer while keeping open your other one with the Backup File.
Place the following URL into the File Explorer Header - ftp://ftp.bellhawk-on-line.com/

N N | ftp://ftp.bellhawk-on-line.com/
Home Share View
:(':' ':'): - T ,9 n://ftp.bellhawk-on-line.com/| v| O| Search ftp.bellhawk-on-line.c... @ |

It will then ask you for a user name and password.

The user name and password is given out by the Bell[Hawk Technical Team for you to access.

! Either the server does not allow anonymous logins or the e-mail address was not
accepted,

FTP server: ftp.bellhawk-onine. com

User name: | | W |

Password: | |

After you log on, you can add this server to your Faverites and return to it easily.

& FTP does not encrypt or encode passwords or data before sending them to the
server. To protect the security of your passwords and data, use WebDAV instead.

[ ]Log on anonymously [ ] save password

| Log On || Cancel |

Once you have logged in successfully, you will then copy the zipped .bak file from the other file
explorer screen and paste it into the file explorer screen logged into the FTP site.

(-:l I:-) - 1 | £+ Thelnternet » ftp.bellhawk-on-line.com

- Favorites ]
J Vi7Backup(4)an17.zip
1% This PC
i Desktop
~| Documents
4 Downloads
o Music
=| Pictures
g Videos
i, Local Disk (C:)

‘hﬂ Metwork
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ftp://ftp.bellhawk-on-line.com/

This will cause the zipped backup file to be uploaded to your organizations private folder on our
FTP site.

Step 6 Notify Bell[Hawk Support

Once you have uploaded your backup to our FTP site, please send an Email to
support@BellHawk.com telling us the name of the zipped backup file. Also please include
details of the circumstances under which the problem occurred, along with screen shots.

Commentary

Please make sure that you compress the database into a zipped file before uploading it. This can
result in a 10:1 compression in file size and make uploads and downloads much quicker.

You may need IT support from whoever did the installation of your SQL Server database server,
especially to get appropriate SQL Server access user names and passwords.

If you need assistance from BellHawk in performing this backup, or if you wish BellHawk
Systems to remotely do this backup for you, please send a request to support@BellHawk.com.
But, please be aware, that we do charge for the support time needed to gain remote access to
your server and to make the backup.

The above document shows how to zip compress and upload a backup file using standard tools
available with a Windows Server operating system. Other third party zip and FTP tools can be
used, if preferred.

9 January 2017 Page 12 of 12 © BellHawk Systems Corporation


mailto:support@BellHawk.com
mailto:support@BellHawk.com

